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Abstract

This paper introduces an approach that integrates
intrusion detection (ID) techniques with software
wrapping technology to enhance a system’s ability to
defend against intrusions. In particular, we employ
the NAI Labs Generic Software Wrapper Toolkit to
implement all or part of an intrusion detection sys-
tem as ID wrappers. An ID wrapper is a software
layer dynamically inserted into the kernel that can
selectively intercept and analyze system calls per-
formed by processes as well as respond to intrusive
events. We have implemented several ID wrappers
that employ three different major intrusion detection
techniques. Also, we have combined different ID
techniques by composing ID wrappers at run-time.
We tested the individual and composed ID wrappers
using several existing attacks and measured their im-
pact on observed application performance. We con-
clude that intrusion detection algorithms can be eas-
ily encoded as wrappers that perform efficiently in-
side the kernel. Also, kernel-resident ID wrappers
can be easily managed, allowing cooperation among
multiple combined techniques to enforce a coherent
global ID policy. In addition, intrusion detection
algorithms can benefit from the extra data made ac-
cessible by wrappers.

*This research was supported by the Defense Advanced
Research Projects Agency under contract F30602-96-C0333.
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1 Introduction

Intrusion detection is a retrofit approach to enhanc-
ing the security of computer systems. It utilizes
various audit data to identify activities that could
compromise the security of a system. Traditionally,
intrusion detection systems I are user-space ap-
plications that utilize audit data generated y audit
systems e.g., olaris asic ecurity odule
ornet or sni ersto detect intrusive activities. The
capa ilities of these user-space I s are restricted
y the uality of the audit data and the services pro-
vided y the operating systems. or instance, audit
systems do not provide all the data re uired vy
I s, thus limiting the attac s that can e detected
y the I s. In addition, audit systems o er rudi-
mentary methods for selecting data to e logged.
In particular, most audit systems do not support
selection of a particular program to audit. lso, as
the data is generated in the ernel, every time a
system action has to e logged or analyzed, the in-
formation has to e transferred from ernel space to
user space, causing a conte t s itch, and increasing
the load imposed on the system y theI . Thus,
user-space I s su er from high overheads and lo
e ciency, as ell as long delay in cycles in
detecting intrusions. astly, user-spacel s are not
su ciently protected y operating systems and can-
not completely protect themselves.

ur goal is to integrate I functions into the ernel
to remedy some of the pro lems arise in user-space
intrusion detection. pecifically, e e ploit the e e-
cution environment provided y eneric oft are

rappers  to enhance the intrusion detection and
response capa ility of a system. n I logic imple-
mented as an I rapper can  selectively e amine
any parameters of system calls and the entire sys-



tem state, analyze a system call efore or imme-
diately after the call is e ecuted, analyze system
calls inside the ernel, thus avoiding the overhead
of transferring audit data from ernel space to user
space, and  protect itself y denying intrusive op-
erations.

e have implemented several intrusion detection
techni ues, tested the I  rappers using several e -
isting attac s, and measured the performance of the
I  rappers. ur conclusion is that intrusion detec-
tion algorithms can e easily encoded as rappers
that perform e ciently inside the ernel. 1Iso, I

rappers can e configured and managed easily to
support a coherent glo al intrusion detection and
response policy. e envision that I rappers can

e used individually to protect a system or as com-
ponents of a large-scale intrusion detection system.

The rest of the paper is organized as follo s. ec-
tion presents an overvie of I  rappers, focusing
on the capa ility of I rappers provided y the
eneric oft are rapper Tool it and our e ten-
sions to the tool it for supporting intrusion detec-
tion. In section , epresentho eimplement var-
ious I techni ues specification- ased, signature-
ased, and se uence- ased techni ues using rap-
pers. In section , e present our e periments for
testingl  rappers ithsimulated attac s. ealso
descri e a composition e periment in hicht ol
rappers employing t o di erent techni ues coop-
erate ith another a stract rapper that com ines
the findings of thet oI  rappers. In addition, e
present the performance results of the I ~ rappers,
sho ing that intrusion detection functions can e
e ecuted, managed, and coordinated in the ernel
ith a minimal o served application performance
penalty. ection discusses related or . In sec-
tion , e discuss the pros and cons of the ernel-
resident intrusion detection approach as ell as our
e perience in realizing this approach using eneric
oft are rappers. ection provides the conclu-
sion and suggests future research.

Intrusion t ction ra rs

This section presents the architecture of I rap-
pers. It descri es the capa ility of I rappers
naturally provided y the eneric oft are rap-
per Tool it and our e tensions to the tool it for
supporting intrusion detection.

igure gives a high-level vie of an I rapper.
n I rapper is a state machine that is ound
dynamically to a program in e ecution and that
gains control hen system calls are invo ed.  ul-
tiple I rappers may e ound concurrently to
a single program in order to com ine multiple I
techni ues or to colla orate in the enforcement of a
single policy. n I rapper is specified using the
rapper efinition anguage , a super-
set of language. supports high-level speci-
fication of the events to e intercepted and accesses
to parameters of the intercepted system call.
also hides specific details of di erent operating sys-
tems so that generic rappers that run on multiple
platforms can e ritten. n I rapper speci-
fied in is compiled y the rapper ompiler
rap into native o ect code of the destination
platform for deployment. urrently, the rapper
tool it supports ree , olaris, inu ,and in-
dos T.I rapper capa ilities, deriving from
features, fall naturally into t o groupings

n I rapper
specifies events that it intercepts. uch events
may e system calls or more a stract events
defined and generated y other rappers. n
I rapper ill listen to events that repre-
sent steps in attac specifications , , events
defining or deviating from ehavioral profiles

, , events that attempt to su vert the in-
trusion detection system, or events that access
system resources after a successful attac se-

uence. vents may contain parameters, and
an I rapper may condition the interception
of the events ased on pre-esta lished group-
ings e.g., open, close, read, write are all file
events , parameter value matching, glo al sys-
tem state, and event se uence relationships
e.g., event  that occur efore event ill
e listened for

hen an event is intercepted, an I

rapper may ta e a variety of actions. In gen-
eral, these actions serve to deny, transform, or
augment the event, and perhaps also to gen-
erate ne events that can e intercepted y
other active rappers. or intrusion detec-
tion and response purposes, an action ill of-
ten e to update an intrusion detection model
or fact ase, to determine if any misuse rules
have completed or if the current ehavior e -

The NT prototype has a di erent architecture from Uni
prototypes. It employs library hoo ing techni ues to inter-
cept the in32 API calls performed by processes.
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ceeded the defined ounds in the normal pro-
file, and to ta e countermeasures if an intru-
sion is imminent. uch countermeasures at
least ill protect the intrusion detection sys-
tem from tampering, ut also can include a
variety of techni ues that prevent damage, de-
ceive the intruder, or collect additional infor-
mation for su se uent legal or military action.

t the implementation level, 1 rapper ca-
pa ilities derive from facilities that sup-
port convenient access to and modification of
event parameters, access to local environment
varia les and glo al system state, generation
of ne events, and access to light eight
services.

I  rappers need to e properly managed and con-
figured to o er the est protection to a system.

epending on the overall I policy, some I rap-
pers should rap every process hile otherI  rap-
per should rap only certain critical processes. The

rapper upport u system provides sup-
port for configuration and management of I~ rap-
pers. Touse an I rapper, an administrator first
registers the rapper ith the through a load-
ing process, hich dynamically inserts the run-time
image of the rapper into the ernel. election
of processes for rapping is controlled y activa-
tion or deactivation criteria hich specify hen
a loaded rapper should egin or cease to rap
a process. The activation criteria language allo s
specifications ased on the invo er, the program

etection

rapper tructure

name, and attri utes of the e ecuta le. The

trac s running processes and evaluates the activate
criteria to activate rappers to rap processes that
satisfy the criteria. Therefore, I =~ rappers can e
configured and administered easily in our frame or
to enforce a coherent I policy.

The hole pro lem of intrusion detection is eyond
the capa ility of any one intrusion detection sys-
tem or I techni ue . Therefore, cooperation of
di erent I techni ues is re uired to enhance the
protection of a system. To com ine multiple I
techni ues, it is often convenient to implement each
I techni ue in a separate, independent I rap-
per and to run processes under the simultaneous
control of multiple I ~ rappers. dditionally, it is
highly desira le to haveI  rappers that are a are
of one another to support hierarchies of increasingly
a stract rappers. or e ample, one I rapper
can listen to system calls to generate a stract sys-
tem independent audit events to e consumed y
a more a stract I rapper that analyzes the a -
stract audit events. igure sho s the t o funda-
mental forms of composition

ultiple I rappers in-
tercept an event e.g., a system call and per-
form some actions. In this case, the actions

of the rappers ill e e ecuted in the or-
der in hich the rappers ere installed on
the system. igure a illustrates the ordering

for layered composition. In layered composi-
tion, the rappers involved in the composition
might not e a are of the composition occur-
ring. This type of layering could e compared
to an onion, in hich the user s re uest must
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travel do n through the layers of rappers
to get to the system call the return value must
travel ac out through the layers to reach
the I again.

I rappers generate
events intercepted y other I rappers out-
put events , sho n in figure utput events
represent active composition, in  hich the

rappers generating the events are a are of
the possi le communication coordination ith
other rappers. In this instance, al  rapper
generates an output event to e intercepted y
another, usually more a stract, I rapper.
The more a stract rapper ill return to the
calling rapper control passes through the
calling rapper to the system call.

The t o forms of composition are not mutually e -
clusive a system event could e intercepted y lay-
ers of T rappers, some of hich could generate
output events to e intercepted y other I rap-
pers. The composition facility is e i le enough
to allo s I rappers to cooperate in the man-
ners e.g., complement or reinforce each other s find-
ings descri ed yin ommon Intrusion etection
rame or

rapper

APl

wrapper A

wrapper B
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In addition to the parameters of the intercepted sys-
tem calls, I rappers may need to access system
state to ac uire additional data for its analysis. or
e ample, the o ner, group, and permission mode
of a file eing accessed may e re uired to deter-
mine hether this file access deviates from a speci-
fied valid ehavior profile.

n I support module has een added to the

eneric oft are rappers tool it to provide a set
of li rary functions for I rappers. Ta le enu-
merates the li rary functions that have een imple-
mented. dditional functions can e implemented
and added to the system easily.

In alarge-scaleI ,anl  rapper may e used as
a data-collection component that collects security-
relevant data for intrusion analysis engines running
in user space. uch scenario re uires a very e cient
mechanism for transferring a large amount of data
from rappers running in ernel space to user pro-
cesses in a secure fashion. In addition, such mecha-



ame unction
r_stat o tain status of the file spec-
ified y a path

r_fstat o tain status of the file spec-
ified y a file descriptor
r_audit delivery audit data to the

audit event handler
same as r.audit, ut ith
the printf interface

r_audit_printf

r_get_addr o tain the soc et address of a
soc et specified y a file de-
scriptor

r_getpeername | get the name of the peer of a
connection

r_getsoc name | get the name of the local en-

tity of a connection

Ta le
trusion

rapper i rary functions to support In-

etection

nism should allo multiple intrusion detection sys-
tems to listen to the audit event data generated y
possi ly di erent I rappers.

n audit event handler providing support for dis-
patching audit data to user processes is incorpo-
rated into the asic rapper tool it. n intrusion
detection engine cooperating ith an I rapper
can register ith the audit event handler for the
event ueue to hich it ants to listen. hen the
cooperating I rapper collects relevant audit data
and sends it to the audit event ueue, the audit
event handler dispatches the data to the registered
intrusion detection engine.

In this approach, the I  thread calls a registered
system call to register for some num er of audit

ueues. The system call creates a pipe and returns
the read end of the pipe. The I  thread performs
a select system call on the read end of the pipe,
e ectively loc ing the process. The event han-
dler rites the entire event structure for each audit
event to the rite end of the pipe. This method can
promptly transfer events from the event handler to
the aiting thread in a thread-safe manner and ith
little overhead.

I ntation

This section presents our e perience in the imple-
mentation of various intrusion detection techni ues
using I rappers.

pecification- ased intrusion detection systems em-
ploy specifications that descri e the valid ehav-
ior of programs to detect intrusions. In particu-
lar, programs in e ecution are monitored for viola-
tions from the corresponding valid ehavior specifi-
cations. ne useful type of specifications is the set
of valid operations of a program e have en-
coded the specifications for several programs e.g.,
imapd, fingerd, lpr, lprm, ftpd, httpd, etc. descri -
ing their valid operations as I rappers using
ach specification- ased I rapper is con-
figured, using the activation criteria, to rap the
e ecution of the program ith hich the specifica-
tion is concerned. e found that the itself is
very suita le for e pressing the set of valid opera-
tions of a program.

igure sho s part of a specification of the imapd
program, encoded in , that is concerned ith
the valid parameter values of open-read, chmod, fch-
mod, and execve operations.

The first clause specifies that after a successful open
system call ith the read-only agon lines - ,the
action loc lines - ill ee ecuted. The action
loc o tains the inode information of the opened
file and chec s hether it is orld-reada le,
o ned vy the invo er, or created y the pro-
gram e ecution chec ed y the local function cre-
ated It raises a violation if all conditions are
false. In short, the first clause detects any ad
open-read operation on a file that is neither pu -
licly reada le, 0 ned y theinvo er, nor created y
the program e ecution itself. imilarly the second
and third clauses raise a violation if the program
performs a chmod fchmod operation on a file not
created y the program e ecution. The last clause
specifies that the rapper intercepts the e ecve sys-
tem call efore it e ecutes, issues a violation, and
prohi its the call y returning an error code to the
caller immediately -

The partial specification illustrates that criteria for
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event interception can e specified very easily in
. In addition, accesses to system call param-
eters can e accomplished easily through special
varia les. or e ample, the path varia le on
line denotes the path name of the file in the
chmod system call.  reference or assignment to a
varia le e ectively reads modifies the correspond-
ing argument of the intercepted system call.
also handles the copying of argument data et een
user space and ernel space automatically, allo ing
rapper developers to focus on the ey aspects of a
rapper instead of lo -level programming details.

ith T rappers, e can monitor programs for
improper modifications to o ects that other ise
cannot e accomplished using traditional audit
trails. In particular, I = rappers can e amine data
read ritten to specific files ithout a huge over-
head. sing this capa ility, e roteanI  rapper
that e amines the passwd program to ensure that

hen a user say oe invo es the passwd program,
the program modifies only the part of the pass ord
file associated ith the pass ord of oe. If thereis a
vulnera ility in the passwd program that allo s the
attac to control the program to ar itrarily mod-
ify the pass ord file e.g., changing the user I of
a user , this I rapper is a le to detect such an
attac .

artial imapd program ehavior specification in

ignature- ased I systems detect intrusions y o -
serving events and identifying patterns hich match
the signatures of no n attac s. n attac signa-
ture defines the essential events re uired to perform
the attac , and the order in hich they must e
performed. i erent I systems represent signa-
tures in di erent ays. The tate Transition nal-
ysis Tool T T , for e ample, represents signa-
tures ith state transition diagrams. uring run-
time, these diagrams direct the operation of finite
state machines that represent possi le intrusions in
progress. The T T system advances these state
machines from state to state as it o serves events
that match parts of attac signatures. If the T T
system o serves a se uence of events that ultimately
moves one of these finite state machines to its final
state, the T T system declares that it has detected
an intrusion.

e have implemented the rapper,ane -
ample of T T-li el hich attempts to detect a

ell- no n attac on a commonly-used I mail
daemon. The signature of this mail daemon attac
ise ectively hard-coded in the structure of the ail-
stat rapper. hen deployed, the rap-
per raps all processes on the system, and inter-



cepts and e amines every system call that might
correspond to an event in the mail daemon attac
signature. It uses a data ase ta le to store the state
of the finite state machines representing possi le
attac s in progress. henever 0O serves
a system call that matches the first event in the
mail daemon attac signature, it creates a ne fi-
nite state machine y adding a ne line to the ta le.

s it intercepts system calls and o serves events, it
advances the state of the appropriate finite state
machines according to the mail daemon attac sig-
nature s state transition diagram. hen any finite
state machine in the ta le reaches its final state,
the rapper indicates an intrusion and
reports the identities of the processes hich caused
the events leading to its detection.

The se uence- ased intrusion detection approach y
orrest calculates an anomaly value for a pro-
gram e ecution ased on the num er of se uences
the program generates that are missed in a pre-
computed data ase of se uences. The techni ue has
een found to e e ective under o ine evaluation
using audit data collected from di erent environ-
ments. It re uires properly-constructed norma sen-
sitive to program versions and configuration, and
can in some cases re uire significant processing re-
sources to perform anomaly calculation in real time.
e have structured _ ,our se uence- ased I

rapper, to address these issues.

- runsint omodes record mode and detect
mode. In record mode, _ automatically gen-
erates a normative se uence data ase for each pro-
gram e ecuted. sing _ , e have generated a
per-program data ase for every program e ecuted
on our test machines. To increase e ciency and
simplicity, e have slightly modified the algorithm
descri ed in to merge some se uences, hich

ould remain uni ue in the original techni ue. Ini-
tial comparison tests et een the t o algorithms
indicate that the detection accuracy is similar. In
detect mode, _ decides if each 0 served system
call completes a se uence stored in the program s
data ase of normal ehavior. _  measures the
magnitude of each deviation, and reports those of
su cient magnitude.

ri nts and

asur nt

r or anc

To evaluate the intrusion detection rappers ith
respect to their a ility to detect attac s, e tested
the I rappers ith several e isting attac s.
These attac s e ploit vulnera ilities in security-
critical programs that possess privileges to o tain
a shell running as root. e descri e the programs
and the attac s elo

ome versions of the Internet ail
rotocol I
u er-over o

ccess
server contain a num er of
ugs that allo a remote user

to o tain a shell running as root T d-
visory - e o tained an e ploita-
tion script to one of the ugs from oot hell

.rrootshell.com . The e ploit script care-
fully crafts the input to imapd that e ceeds the
size of a special stac u er and presents the
name to the I server to over rite the saved
instruction pointer and e ecute the planted ma-
chine code. The code then e ecutes a shell run-
ning ith root. e rapped imapd using a
specification- ased I rapper _  spe-
cific to imapd and a se uence- asedl  rapper
separately. oth rappers ere a le to detect
the e ploit script s attac .

ue to insu cient ounds chec ing on argu-
ments hich are supplied y users, it is pos-
si le to over rite the internal stac space of
some versions of the lpr program hileitise -
ecuting. This can allo an intruder to cause
lpr to e ecute ar itrary commands y sup-
plying a carefully designed argument to Ipr

T dvisory - . These com-
mands ill erun ith the privileges of the lpr
program. hen lpr is setuid root it may al-

lo intruders to run ar itrary commands ith
root privileges. e simulated the attac using
a script from oot hell. e rapped lpr using
a specification- ased rapper tailored for lpr
and the rapper as a le to detect the attac .

The program Iprm is part of the printing
su system. The program is used to remove a
o in the printer ueue. There is a u er-
over o vulnera ility in some versions of this
program that allo s a local user to e ecute
ar itrary commands ith root privileges.

e o tained a script from ecurity ug are
http crv security ugs list.html
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and tested a specification- ased rapper rit-

ten for Iprm  ith the script. The specification-
ased rapper detected the attac  hen lprm
as tric ed to e ecute the ourne shell.

The binmail program is the ac -
end mailer that delivers mail messages to
users mail o es. It does so y append-
ing the messages to the mail o files di-
rectly. In some old versions, binmail changes
the o nership of a users mail o usually

ac to the user
after it appends a message if the mail o file is
not o ned y the user initially. In particular,
the binmail program in .
ni fails to reset the setuid it of the mail o
file after it appends a message and changes the
o ner of the file n attac er, ho creates
a mail o file ith the setuid it on for the
superuser, can tric binmail into ma ing the
file to e setuid root y invo ing binmail to
send a mail message to root. e deployed the
rapper and tested the rapper ith
an e ploitation script e created. The rapper
detected the intrusion immediately.

ur rapper frame or s allo multiple I rap-
pers to cooperate to enhance their performance.
The ommon Intrusion etection rame or
discusses several ays I components cooperate
ith each other. e performed an e periment in
hicht oI  rappers cooperates to reinforce each
others findings. igure  depicts the configura-
tion. se uence- ased rapper and a specification-
ased rapper are used to rap the imapd pro-
grams. very system call performed y imapd il

omposing T o1

Respond
Actions

techni ues

e intercepted y oth rappers The order ill e
determined y the loading se uence . ach rap-
per ill analyze the operations of imapd individually
and generate an a stract arning event to the a -
stract rapper om.id hen they find an attac .
The a stract rapper udges the output from oth
Seq_id and I'mapd_id and accepts it hen oth I

rappers thin the program is under an attac . In
this case it ill ill the process.

e tested the composite I rappers using the
imapd attac descri ed in the last su section. n
interesting o servation is that the t o rappers
detect the attac at di erent system call. The

detected the attac  hen the program
e ecutes a ourne shell at the ezecve system call .
The _ detected the attac several system calls
after the erecve system call. The a stractI  rap-
per _ illed the process after it receives arn-
ing from oth rappers. otentially, such config-
uration could reduce the false positive rate as the
hole I ill detect a false attac  hen oth tech-
ni ues produce a false positive. o0 ever, it could
also cause some attac s to escape the detection if
only one techni ue detects the attac . Thus, fur-
ther research is needed to determine ho to est
com ine di erent techni ues.

e have studied the performance of the intrusion
detection rappers. e measured the overhead
caused y the intrusion detection rappers on the
running time of programs using a  ernel uild test,
in hich the time ta en to compile a eneric ver-
sion of the ree ernel as measured. lso,

e measured the overhead caused y I rappers
from a user s perspective, in terms of latency and



throughput, for a e serverand a T server.

Ta le summarizes the results of the performance
tests for ernel uild and for a e server. The
first column sho s the average time ta en to com-
pile the ree ernel under normal conditions,
ith the loaded into the ernel, and

ith the se uence- ased intrusion detection rap-
per _ rapping the compilation process. The
second and third columns of the ta le contain re-
sults for a custom-made e server enchmar .
The verage TT  atency column descri es the
delay a e client e periences et een the moment
it ma es a re uest and the moment it receives the

e server reply. The verage TT Through-
put descri es the rate at hich the e server re-
turns data to the e clients. e measured the
latency and throughput of the e server hen the

e serveris rapped y e _id, ttp.d, and oth

e did and ttp_id. The results ere produced y a
custom-made e server enchmar e ecuted ith

an pache e server and the e tone
enchmar ing soft are. The pache e server
ran on a z Intel entium- ased microcom-
puter ith running a eneric ree
ernel. T o entium z machines ere
used to run e tone e clients through
a series of -minute trials using the standard
e tone file set for each ro in ta le
Ta le sho s the results of the performance tests

using a custom-made T server enchmar . The
verage T  atency column descri es the delay
a T client e periences et een the moment it
ma es a anonymous re uest and the moment it re-
ceives all the data from the server. The verage
T Throughput descri es the rate at hich the
T server returns data to the T clients. The
ta le denotes the latency and throughput of the
T server under controls to e _id, tp.d, and
oth e .{dd and tp.id. tp.d is a specification-
ased rapper that restricts the operations that can
e performed y the T server. The T server
ftpd in the ree distri ution as used in
the tests. The verage T  atency and verage
T Throughput results ere o tained in a smil-
iar manner to the TT results using a modified
e tone soft are that performs anonymous T
fetches instead of TT fetches.

The performance results sho that alone im-

poses -  penalty on the compilation time of the
ree ernel. _ adds another -  to the
compilation time of the ree ernel. Impact

caused y on the latency and throughput of a
e T server is minimal, possi ly ecause
only intercept the fork, execve, and exit system calls,
hich are used infre uently ina e T server.
The se uence- ased rapper and the specification-
ased rappers impose appro imately - over-
head on the e T server, and their impacts
add up hen they are used together. hile e
have designed the rapper tool it and I  rappers
ith consideration for performance, e have not op-
timized the prototype therefore, performance can
possi ly e improved.

at d or

alasu ramaniyan et. al. have proposed the use
of autonomous agents for intrusion detection. They
have developed an architecture for the autonomous
I agents. ur idea is similar to their agent idea in
that I rappers can e vie ed as ernel-resident
I agents. Their con ecture is that the performance
of the agents can e improved if they are imple-
mented inside the ernel. ur results support their
con ecture in particular, ernel-resident agents can

e very e cient and impose very little performance
penalty on a system.

e ar et. al. have devised an e cient method
of implementing a form of specification- ased intru-
sion detection in the ernel. ome of the imple-
mentation strategies employed y e ars method
are similar to those e have employed in I rap-
pers. or e ample, oth e orts associate individual

ernel-resident state machines rappers, in our
terminology  ith each application process under
o servation, using interposition techni ues at the
operating system s system call interface to ena le
these ernel-resident state machines to o serve ap-
plication process ehavior at a fine-grained level of
detail. e ars e ort concentrates on the e cient
implementation of a single form of specification-

ased intrusion detection, and has achieved a result
hich allo s the intrusion detection system to han-
dle multiple patterns ith the samelo overhead as
a single pattern. ur e ort, in contrast, has sought
to produce a general frame or for the implemen-
tation of multiple intrusion detection algorithms, as
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ell as a convenient means for managing their simul-
taneous deployment and composition. oth our ef-
fort and e ar s have o served favora ly lo over-
heads in terms of o served application performance
degradation due to the use of ernel-resident intru-
sion detection. e ars techni ue resulted in over-
heads of no more than in ftpd, telnetd, and
httpd enchmar s documented in

iscussion

The idea of moving intrusion detection functions
into the ernel is not ne and has een hinted at in
the literature. alasu ramaniyan et. al. discussed
the advantages and disadvantages of integrating in-
trusion detection agents inside the ernel

In- ernel intrusion detection has several advantages.

irst, overhead due to e tra conte t s itching is
avoided a system call is analyzed y theI logic
at the same ernel conte t at hich the system
call e ecutes. In addition, information is registered
and processed at or near the place here it is pro-
duced, reducing the time and resources for transfer-
ring the information to the analysis engine. lso,

rototype erformance for T

erver enchmar s

this pro imity allo s prompt detection and reduces
the possi ility of the information eing modified y
an attac er efore it gets to the I analysis engine.

astly, it is harder for an intruder to tamper ith
the I system as the attac er ould have to modify
the ernel e.g., y defeating the ernel s memory-
protection mechanism .

o ever, the ernel-resident implementation strat-
egy also has its disadvantages. irst, ernel-resident
I systems are not porta le across platforms. ec-
ond, a mis ehaving I system can do much more
damage if it is running in the ernel rather than in
user space ecause it has full access to the system.
Third, entities in the ernel can have a large impact
in the host ehavior y slo ing do n fundamental
operations e.g., ernel data structures, accesses to
memory, dis ourth, entities inside the ernel
are very di cult to manage and configure. inally,

ernel programming is at a lo level of a straction,

here the resources availa le provide very limited
functionality hen compared to the higher-level a -
stractions availa le in user space.

ur or essentially illustrates that in- ernel intru-
sion detection is feasi le and practical provided that
the ernel-resident I system is designed and coded
carefully. ith minimal ad ustment, many intru-




sion detection techni ues can e implemented to run
inside the ernel e ciently ithout impacting the
host ehavior. yusingthe eneric oft are rap-
per Tool it as the asis for implementing ernel-
resident intrusion detectors, our approach inherits
the advantages of in- ernel intrusion detection hile
avoiding the pro lems of porta ility, managea il-
ity, and the lo -level nature of ernel programming.

e strongly elieve that further investigation of in-

ernel intrusion detection is orth hile and neces-
sary.

onc usion and utur or

e have descri ed our e ort to enhances I  ca-
pa ility y e ploiting the e ecution environment
o ered y soft are rappers. In order to ta e
advantage of the potential for increased function-
ality and performance in ernel-resident intrusion
detection systems, e have egun the development
of a eneric oft are rapper- ased I support
frame or ,and havee plored this frame or sa il-
ity to ease the implementation, management and
simultaneous composed deployment of three ma or
intrusion-detection algorithms. e have descri ed
our I -support e tensions to the asic eneric oft-

are rapper Tool it, and ho these e tensions
eased the implementation of our prototypel  rap-
pers. ased on our e perience and the results of our
performance enchmar s, e predict that many I
techni ues can ee ciently implemented as ernel-
resident rappers. In all of our enchmar s, the
overall o served application performance penalty
associated ith the use of our I rappers never
e ceeded

In addition to increased e ciency, I rappers de-
rive several other enefits from their ernel-resident

eneric oft are rapper- ased implementation.

irst, the interposition capa ility of the rappers
system provides I rappers ith a greater range
of fine-grained event data than is availa le to user-
space techni ues hich must rely upon log- ased
audit data. 1l system calls and their parameters
are visi le to I rappers. econd, this interpo-
sition capa ility and the generality of the - ased

rapper implementation language allo s rappers
to respond to intrusive events as they occur, ith a

road range of response functionality. inally, using
the rapper frame or , ernel-resident I compo-
nents can e configured and managed easily to en-

forceaglo alI policy and possi ly to interoperate
ith large scale I ~ running in user space.

ur most promising direction for future research
concerns the composition of multiple intrusion
detection rappers at run-time. The a ility to si-
multaneously apply multiple complimentary intru-
sion detection techni ues to the same event stream
appears to present a potential means of providing
more accurate detection. nother promising di-
rection involves utilization of rappers a ility to
e amine data read ritten to specific files or con-
nection endpoints e.g., soc ets to detect attac s
that cannot e spotted y ust loo ing at parame-
ters of system calls. ther directions include coop-
eration ith large-scale intrusion detection systems,
the development of distri utedI  rappers, and ef-
forts to improve the trust- orthiness and safety of
the ernel-resident I module.
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